to the server safely without saving it in the mobile devices using MD5 and Spritz. To verify the security of the implemented system, the authors spoofed data and succeeded in detecting all spoofed data.
Introduction
As of Mar 2015, the United Arab Emirates recorded the top mobile phone penetration rate in the world (90%), whereas South Korea ranked in 4th place (83%). Considering that the average penetration rate of all 56 countries measured was 60%, these countries ranked quite highly [1] . This implies that applications and services are developed and distributed for mobile devices [2] [3] [4] . Various contents and services (e.g. personal bio data monitoring, information on exercise, measuring activity/amount of exercise medical/health information, etc.) using mobile platforms are being studied in the healthcare industry [5] [6] .
However, unlike other fields, mobile health deals with personal bio data as well as privacy, so there is a significant risk of leakage of personal bio data and privacy issues. In the past, various technologies were developed to enhance security in wired network [7] , but the development of mobile devices increases the importance of data security in wireless environments which are more vulnerable [8] .
In general, medical institutions protect hospital information system (e.g. OCS (Order Communication System), EMR (Electronic Medical Record) and EHR (Electronic Health Record)) using firewall or intrusion detection systems [9] [10] . Most privacy and personal bio data were managed and maintained safely in hospitals in the past. However, in recent years, privacy and personal bio data tend to be distributed though mobile devices, so there is no guarantee that such data will be used only in hospitals; furthermore, there is a high likelihood of data leak during transmission. It is convenient to show personal bio data using mobile devices; however, this will increase the possibility of data leaks or spoofing. Thus, it is critical to seek countermeasures for information security.
The personal bio data stored in mobile devices can at least be protected from unexpected intrusion or malicious code.
In other words, it will be safer if the personal bio data received from the server are not saved in the devices after it is provided to users. In this context, there is a need for a process to handle personal bio data securely while transmitting and receiving it. In general, the degree of data security is determined by the presence of the guarantee of confidentiality and integrity.
Thus in this study, we intended to develop a secure data transmission method to guarantee the confidentiality and integrity of personal bio data against any intrusion when transmitting it data between mobile health applications and the health server; and to, implement and apply the healthcare mobile application and server so as to verify the extent to which they are capable of responding to intrusions upon confidentiality and integrity. In addition, the authors intended to verify the effectiveness of the suggested system through a test in which the authors eavesdropped and spoofed/falsified http messages during personal bio data transmission between the mobile application and the server in order to verify how the server identified and handled such intrusion.
In Section 2, we address the configuration and contents of the mobile health applications and PBR (Personal Bio Record) server which were studied in the past as well as the vulnerability of this system. In Section 3, we suggest a security model to resolve issues relating to the confidentiality and integrity of per sonal bio data. In Section 4, we implement the mobile health system with the suggested security model applied and perform a test to prove the effectiveness of the system in responding to this intrusion on confidentiality and integrity. In Section 5, we derive conclusions from this study.
Related Research

Mobile Healthcare System for the Elderly
A bad lifestyle degrades our physical activities and the quality of our life as well as inducing chronic diseases (e.g. obesity, hypertension and diabetes, etc.) [11] [12] . In particular, as the ageing of population increases the percentage of the population with chronic diseases, health care for the elderly becomes a critical social issue [13] [14] . In addition, to reduce increasing medical expenses for the elderly, it is essential that we make efforts to prevent or treat their diseases. To resolve the health issues of the elderly population, there is a need for moderate exercise, dietary prescription appropriate for health conditions, and regular healthcare, including regular health checks. Furthermore, since the mobile healthcare can sufficiently motivate the elderly to take care of themselves on a continuous basis, a mobile health system for the elderly is more meaningful.
These days, mobile health systems for the elderly are being studied and developed [15] . These systems provide the elderly with mobile health services by medical professionals and dietitians [16] . As shown in Figure 1 , this system is composed of the mobile health applications used by doctors, dietitians and the elderly respectively as well as a PBR (Personal Bio Record) server. In this system, the elderly themselves measure their personal bio data (e.g. blood pressure, blood glucose, body weight and height, etc.) on a continuous basis, input the data and transmit it to the server. GPs check this personal bio data on a regular basis and write medical feedback [17] [18] . The elderly and dietitians are able to check the medical feedback written by doctors and the dietitians then prescribe a customized dietary to suit each elderly person [19] [20] . The elderly themselves are able to check their own bio data and maintain a healthy lifestyle with customized dietary menu. The use case diagram of a system that works this way is shown in Figure 2 [15] . In this system, the elderly receives services through mobile devices, so it is difficult to restrict their bio data to a limited space, such as home. Moreover since personal bio data is very sensitive, it must be protected from intrusion and attack. Thus, to protect personal bio data, it is necessary to understand the basic -principles of privacy protection. In the next chapter, we will address the basic principles and conditions required for privacy protection as well as vulnerabilities with the mobile health system.
Vulnerability of Personal Bio Data and Mobile Health Application
In general, to protect information, 3 conditions -confidentiality, integrity and availability -must be guaranteed. To protect confidentiality, specific information must be provided only to authorized users, while unauthorized users must be prohibited from accessing these information. To protect integrity, only authorized users must be able to create and modify specific information, so unauthorized users must be prohibited from intentionally accessing data and forging or falsifying it. To provide availability, the devices and application which provide specific information and services must perform their intended functions without interruptions. Since availability greatly depends on the limited ability or capacity of the device, we will only address the confidentiality and integrity of personal bio data.
Vulnerability of User Authentication,
In order to distinguish whether or not a user is authorized, there is a need for a function to identify and authenticate the user. Most mobile applications require a user ID and password. This ID is used for recognizing users and the password for authenticating users. However if an unauthorized user appropriates someone else's ID or password, confidentiality and integrity can no longer be protected. In Figure 1 , the system is vulnerabilities to user authentication, so there is a need for authentication of mobile devices.
Violation of Confidentiality
Personal bio data saved in mobile devices is more vulnerable to hacking or eavesdropping. Thus the sensitive personal information must not be saved on mobile devices. If the network traffic is sniffed, while mobile devices transmit the personal bio data to the health server, the data is likely to be leaked. As shown in Figure 3 (a), a height of 160 and the weight of 60 were input in the application. This data is sniffed using a tool such as Burp while it is being transmitted to PBR server. Since the data is transmitted as web messages (e.g. http) or network messages, it is possible to eavesdrop on all types of text.
Violation of Integrity
When transmitting bio information received from the mobile applications to the PBR server, there is the possibility of intrusion upon the integrity of the information. This is shown in Figure 3 The spoofed information can be saved in the Bio DB. Most mobile applications uses http protocol packets in a text format; thus, the contents are at high risk of being spoofed
Security for the Mobile Healthcare System
Integrated Authentication for Mobile Healthcare System
The purpose of mobile health applications is to obtain the user's health information and state from the server and transmit it to the user. To do this, the user must first be registered. Before user authentication, ID and password (e.g. cell phone number) of the mobile device (e.g. mobile phone) must be registered with the server in advance. ID and password can be changed by the user at his or her discretion, but device ID is impossible to change since it was granted at the time the mobile service was first turned on. Therefore if device ID and user ID are integrated for authentication, it is possible to authenticate both the user and device at the same time.
Figure 4. Integrated Authentication
As shown as Figure 4 , the password contained in the auth info is converted to a hashing code using MD5 to be saved, implying that the password must be encrypted before transmission. Therefore this authentication model is very safe.
Confidentiality and Integrity for Mobile Healthcare System
To maintain the confidentiality of the bio-information input in the mobile application, it must be encrypted just before it is transmitted to the server.
Figure 5. Encryption and Decryption
As shown in Figure 5 , a Spritz encryption algorithm was applied to this system. Spritz has superior features and a similar structure that the RC4 algorithm used for TLS and WEP. In addition, it transmits the encrypted value using a 128-bit key and saves it in the Bio DB, which implies that the bio information is not leaked even if the server DB is attacked or intruded upon. Furthermore the saved encryption is protected in mobile applications.
However, with the method presented in Figure 5 , it is impossible to detect or block the data falsified during a man-in-the-middle attack. Thus, there is a need for additional security technique to ensure data integrity. More specifically, there is a need for a signature code which will guarantee that the encrypted information is neither spoofed nor falsified, which can be achieved by using MD5 hashing.
As shown in Figure 6 , E(m i ) should be obtained from Spritz encryption algorithm by using m i and K. The E(m i ) is a kind of cipher text, and it is provided to an MD5 hashing algorithm, and placing it before the encrypted E(m i ) and composes a message to transmit
Figure 6. Integrated Encryption and Decryption with MD5
The reason for placing MD5 code before E(m i ) is that parsing, which is required for decryption, is easy because the hashing code values are created at a the consistent length.
In the next chapter, the authors test the validity of security using a mobile health applications with 3 implemented security features (user authentication, mobile device authentication and an encryption technique to ensure integrity and confidentiality), and valuates the results.
Evaluation
Experiment Scenario by Using a Secured Mobile Health System
The mobile health applications implemented in this paper has the following features: log-in, bio-information input, bio-information retrieval, query referral and configuration. Figure 7 (a) shows an application user interface to input measured blood pressure. There is a window in which to input a simple profile, SBP (Systolic Blood Pressure) and DBP (Diastolic Blood Pressure) of the corresponding elderly user and two values are input. If the "SEND" button is clicked, the SBP and DBP value are encrypted as suggested in Section 3.2 and transmitted to the PBR server.
In Figure 7 (c), the blood pressure information transmitted is eavesdropped on via a sniffing attack. The sniffing attack tool used in (c) is Burp Suite. This tool extracts and indicates the http message information and is capable of modifying the information before transmitting it, thus; it is used in this test. As shown on the tool screen, an iPhone mobile device sends an http 1.1 message to the PBR server with the IP address of 192.9.44.51 and that is transmitted to an action variable for insertion in the DB. In addition, SBP and DBP values are encrypted (blue dotted line) and saved with hash code values (red solid line) in smaxpress and sminpress, respectively.
The PBR receives http message and confirm its falsification using MD5 technique before saving it. If the message is not falsified, it saves the encrypted information in the DB. Figure 7 ( 
Figure 7. Transmission of Blood Pressure between Mobile Application and Server
However, this requires a feature enabling a doctor or a dietitian to identify the health information of the corresponding the elderly person. In the result of decryption, 145 and 90, are presented in screen (b).
Evaluation Results
We tested weight, blood pressure and blood glucose as in Section 4. A single value is measured for weight whereas for blood glucose the measurement may be taken 6 times: before and after breakfast, before and after lunch and before and after dinner. However, the blood glucose was taken only before breakfast for this test.
The weight test was performed 10 times and the values were taken by stage (e.g. the values obtained by Epritz encryption of the weight input by users and MD5 hash code obtained using the former values (A); and the values of intentionally falsified weight for the integrity test and the hash code value obtained using the former values(B)). If (A) and (B) are different, that indicates a falsification whereas if (A) and (B) are identical, that indicates no falsification. The results in Table 1 indicate that (A) and (B) are not identical, implying that they were falsified. In the case of the 5th example, value 98 was encrypted and "Pih" was obtained. "ba85989bcbe6c9ab2dc1190755a9baa9" was obtained by converting "Pih" using MD5 hash code. If the encrypted weigh or hash code was neither spoofed nor falsified, the server receives identical values and the hash values obtained by "Pih" are identical to the received hash code value, indicating that there was no spoofing. However, as shown in Table 1 , different code values are obtained in the event of spoofing. This implies that the security check was carried out successfully (1). Table 2 shows the results of security check using the systolic blood pressure values. 10 tests were performed and the values were obtained using the same method and procedures as those used for weight. In this case, both integrity and confidentiality were confirmed. Table 3 shows the results of the test using the blood glucose values measured before breakfast. The test was performed a total of 10 times to obtain blood glucose values and they were transmitted and measured using the same methods and procedures as those for the other tests. In this case as well, the results met the criteria for integrity and confidentiality. 
Conclusion
With an increase in the use of mobile health applications and services, there is a greater risk of intrusion upon personal bio data, previously used only in hospitals. When personal and medical information are transmitted through mobile devices, they can be conveniently viewed anywhere at any time; however, there is a much greater risk of leakage or spoofing, and thus, a better security method is needed.
Thus in this paper, the authors suggested a secure transmission method to protect the personal bio data transmitted by mobile health systems. We suggested a method integrating user authentication and device authentication in this paper. To prove the validity of the suggested system, this paper performed tests by transmitting the data with MD5 and Spritz encryption algorithms applied with the aim of ensuring the confidentiality and integrity of data.
Weight, blood pressure and blood glucose were measured, encrypted and transmitted. During transmission, the authors performed hacking tests intentionally using Burp Suite and the results of the server security check if met the criteria for this study. This suggests countermeasures to be taken for the storage of personal bio data in mobile devices and against man-in-the-middle attacks during the transmission of personal bio data to the server.
However, the authors focused primarily on the security of data transmission between mobile devices and the server, which requires expansion in a more secure manner than saving the personal bio data in the mobile devices. Thus, there is a need for further studies of secure local storage management.
